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DECISION MATRIX 

Data Rights Protection 
Mechanism 

NASA, On-site PCB 
and/or 

on-site University 
Contractor or Grantee 

Developed 

Industry or Academia 
Developed 

Classified Mark as classified Mark as classified 

Proprietary  Mark as proprietary 

Export controlled under ITAR 
or EAR 

Mark export controlled under 
ITAR or EAR 

Mark export controlled under 
ITAR or EAR 

Based on or containing 
previously protected information 
(Proprietary, LER, or SAA-, CA- or 

SBIR-protected) 

Mark as ACI Mark as based on or containing 
protected information 

 
Developed under Non-

reimbursable Space Act 
Agreement (SAA)  and considered 

“proprietary” 

Mark as SAA protected Mark as proprietary 

Developed under Cooperative 
Agreement (CA) and considered 

“proprietary” 

Mark as CA protected Mark as CA protected 

Developed under Small Business 
Innovation Research 

(SBIR) 

 Mark as SBIR protected 

Developed under grant  Generally public domain 

No protection mechanism 
applicable  

Public domain Public domain 
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3.3.2.1 Limited Exclusive Rights (LER) 

 

In the event an industry or academia partner creates any new information which 
either (1) contains LER information in such a manner the LER information cannot 
be segregated from the new information, or (2) is based upon LER information in 
such a manner that the LER information could be derived from the new 
information, the new information will be preceded by a cover page marked in bold 
with the following notice: 

(Complete Notice) 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
Individual page, viewgraphs, etc., which contain new information, developed by 
an industry or academia partner that cannot be segregated from or that my be 
used to derive, LER information will be marked in bold with the following notice: 
  

(Shortened Notice) 
 
 
  
 
 
 
 
 
 
 
  

 

CONTAINS LIMITED EXCLUSIVE RIGHTS INFORMATION NOTICE
 

This document contains information that cannot be segregated from or this information 
could be used to derive, Limited Exclusive Rights (LER) data, which are subject to 
limited exclusive rights under Government Contract No. [Insert contract number under 
which LER information originated].   This LER-derived information may be; used, 
duplicated, and disclosed by or on behalf of the U.S. Government for U.S. Government 
purposes only with the express imitation that any release r disclosure for U.S. 
Government purposes are to be made subject to disclosure conditions that protect and 
preserve its limited exclusive rights.  These limited exclusive rights shall be in effect until 
[Insert date on which LER status expires].  No other disclosure and use of this 
information is authorized without the written permission of both the U.S. Government 
and the LER Information Originator.   This notice shall be marked on any reproduction of 
this information, in whole or in part.  

CONTAINS LIMITED EXCLUSIVE RIGHTS INFORMATION  
 

This document contains information that cannot be segregated from or this information 
could be used to derive, Limited Exclusive Rights (LER) information, which are subject to 
limited exclusive rights under Government  Contract No. (Insert contract number under 
which LER information originated].  
 
These limited exclusive rights shall be in effect until [Insert date on which LER status 
expries] 



 3

 
3.3.2.2  Administratively Controlled Information 

 

Information developed by NASSA personnel, on-site PBC’s or on-site university 
contractors and grantees which contains or is based on proprietary, LER, 
protected Space Act Agreement (SAA) or Cooperative Agreement (CA), or Small 
Business Innovation and Research (SBIR) information in such a manner that the 
new information cannot be segregated from, or that my be used to derive, the 
protected information, will be preceded by a cover page marked in bold with the 
following notice: 

(Complete Notice) 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
Individual page, viewgraphs, etc., developed by NASA personnel, on-site PBC’s 
or on-site university contractors and grantees which contain new information that 
cannot be segregated from, or that may be used to derive, proprietary, LER 
protected Space Act Agreement (SAA) or Cooperative Agreement (CA), or Small 
Business Innovation and Research (SBIR) information will be marked in bold with 
the following notice: 

 
(Shortened Notice) 

 
 
 
 
 
 
 
 
 
 

 
 

ADMINISTRATIELY CONTROLLED INFORMATION NOTICE 
AVAILABLE ONLY WITH APPROVAL OF ISSUING OFFICE 

 
This document contains or is based upon proprietary, Limited Exclusive Rights, 
protected Space Act Agreement or Cooperative Agreement, or Small Business 
Innovation and Research information.  The NASA Ultra-Efficient Engine Technology 
Project Office must approve further dissemination of the document and its contents.  
This notice shall be marked o any reproduction of the document, in whole or in part. 
 
Date for the General Release [insert date on which protection status expires) 

NASA UEET—ADMINISTRATIVELY CONTROLLED INFORMATION
 
Date for the General Release [insert date on which protection status expires) 
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3.3.2.3 Export Control 
 

Information that is restricted and limited in its dissemination under the 
International Traffic in Arms Regulations (ITAR) or the Export Administration 
Regulations (EAR) will be marked with the following notices whether the 
information is developed by NASA personnel, on-site PBC’s or on-site university 
contractors and grantees, or by an industry or academia partner. 

 
  

3.3.2.3.1 International Traffic in Arms Regulations (ITAR) 
 

A cover page marked in bold with the following notice will precede information 
that is restricted and limited in its dissemination under the International Traffic in 
Arms Regulations (ITAR): 

(Complete Notice) 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
Individual page, viewgraphs, etc., which are restricted and limited in its 
dissemination under the International Traffic in Arms Regulations (ITAR) will be 
marked in bold with the following notice: 

 
(Shortened Notice) 

 
 
 

 
 
 
 
 
 

INTERNATIONAL TRAFFIC IN ARMS REGULATIONS NOTICE
 

This document contains information which falls under the purview of the U.S. Munitions 
List (USML), as defined in the International Traffic in Arms Regulations (ITAR) 22 CFR 
120-130, and is export controlled.  It shall not be transferred to foreign nationals in the 
U.S.  or abroad, without specific approval of a knowledgeable NASA export control 
official, and /or unless an export license/license exception is obtained /available from 
the United States Department of State.  Violations of these regulations are punishable by 
fine, imprisonment, or both.  This notice shall be marked on any reproduction of the 
information, in whole or in part.  

INTERNATIONAL TRAFFIC IN ARMS REGULATIONS CONTROLLED
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3.3.2.3.2 Export Administration Regulations (EAR) 
 

A cover page marked in bold with the following notice will precede information 
that is restricted and limited in its dissemination under the Export Administration 
Regulations (EAR):   
 

(Complete Notice) 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
Individual page, viewgraphs, etc., which are restricted and limited in its 
dissemination under the Export Administration Regulations (EAR) will be marked 
in bold with the following notice: 
 

(Shortened Notice) 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

EXPORT ADMINISTRATION REGULATIONS NOTICE 
 

This document contains information within the purview of the Export Administration 
Regulations (EAR), 15 CFR 730-744, and is export controlled.  It may not be transferred 
to foreign nationals in the U.S. or abroad without specific approval of a knowledgeable 
NASA export control official, and/or unless an export license/license exception is 
obtained/available from the Bureau of Export Administration (BXA), United States 
Department of Commerce.   Violations of these regulations are punishable by fine, 
imprisonment, or both.  This notice shall be marked on any reproduction of this 
information, in whole or in part.   

EXPORT ADMINISTRATION REGULATIONS CONTROLLED 
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3.3.2.4 Space Act Agreement (SAA) 
 

Information first produced by NASA personnel, on-site PBC’s or on-site university 
contractors and grantees under a Space Act Agreement (SAA) between NASA 
and an industry or academia partner, that is considered “proprietary”, will be 
preceded by a cover page marked in bold with the following notice: 
 

(Complete Notice) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Individual pages viewgraphs, etc., which contain NASA 
personnel, on-site PBC’s or on-site university contractors and grantees first 
produced Space Act Agreement protected information will be marked in bold with 
the following notice: 

(Shortened Notice) 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

NASA SPACE ACT AGREEMENT NOTICE
This document contains information developed under U.S. Government Space Act 
Agreement [Insert SAA number] and is restricted to U.S. Government purposes only.  
Recipients of this document may further disseminate it only with the approval of the 
Ultra-Efficient Engine Technology Project, NASA Glenn Research Center, Cleveland, 
Ohio 44135.  This notice will be marked on any reproduction of this information, in whole 
or in part. 
 
Date for General Release [Insert date period of confidence expires] 

NASA SPACE ACT AGREEMENT PROTECTED 
This document contains information developed under U.S. Government Space Act 
Agreement [Insert SAA number] 
 
Date for General Release [Insert date period of confidence expires] 
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In the event an industry or academia partner creates any new information which 
either (1) contains SAA protected information in such a manner that the SAA 
protected information cannot be segregated from the new information, or (2) is 
based upon SAA protected information in such a manner that the SAA protected 
information could be derived from the new information, the new information will 
be preceded by a cover page marked in bold with the following notice: 
 

(Complete Notice) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Individual pages, viewgraphs, etc., which contain new information, developed by 
an industry or academia partner, that cannot be segregated from, or that my be 
used to derive, SAA protected information will be marked in bold with the 
following notice:  
 

(Shortened Notice) 
 
 
 
 
 
 
 
 
 
 
 
 

CONTAINS SPACE ACT AGREEMENT PROTECTED INFORMATION NOTICE
 

This document contains information that cannot be segregated from, or this information 
could be used to derive, Space Act Agreement protected information, which are subject 
to a period of confidence under U.S. Space Act Agreement [Insert SAA number under 
which SAA protected information originated].  This SAA protected-derived information 
may be: used, duplicated, and disclosed by or on behalf of the U.S. Government for U.S. 
Government purposes only, with the express limitation that any release or disclosure for 
U.S. Government purposes are to be made subject to disclosure conditions that protect 
and preserve its Space Act Agreement protection rights.   These Space Act Agreement 
protection rights shall be in effect until [Insert date on which SAA protection status 
expires].  No other disclosure and use of this information is authorized without the 
written permission of the Ultra-Efficient Engine Technology Project Office.  This notice 
shall be marked on any reproduction of this information, in whole or in part. 
 

CONTAINS SPACE ACT AGREEMENT PROTECTED INFORMATION NOTICE
 

This document contains information that cannot be segregated from, or this information 
could be used to derive, Space Act Agreement protected information, which are subject 
to a period of confidence under U.S. Space Act Agreement [Insert SAA number under 
which SAA protected information originated].   
 
These Space Act Agreement protection rights shall be in effect until [Insert date on 
which SAA protection status expires] 
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3.3.2.5 Cooperative Agreement (CA) 
 

Information first produced by NASA personnel, on-site PBC’s or on-site university 
contractors and grantees or an industry or academia partner under a Cooperative 
Agreement (CA) between NASA and a commercial entity, institutions of higher 
education or a non-profit organization that is considered “proprietary” will be 
preceded by a cover page marked in bold with the following notice: 
 

(Complete Notice) 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
Individual pages, viewgraphs, etc., which contain NASA personnel, on-site PBC’s 
or on-site university contractors and grantees, or industry or academia partner 
first produced Cooperative Agreement protected information will be marked in 
bold with the following notice:  

 
(Shortened Notice) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

NASA COOPERATIVE AGREEMENT NOTICE 
 

This document contains information developed under U.S. Government Cooperative 
Agreement [Insert CA number] and is restricted to U.S. Government Purposes only.  
Recipients of this document may further disseminate it only with the approval of the 
ultra-Efficient Engine Technology Project, NASA Glenn Research Center, Cleveland, Ohio 
44135.  This notice shall be marked on any reproduction of this information in whole or 
in part. 
 
Date for General Release [Insert date period of confidence expires] 

NASA COOPERATIVE AGREEMENT PROTECTED 
 

This document contains information developed under U.S. Government Cooperative 
Agreement [Insert CA number]. 
 
 
Date for General Release [Insert date period of confidence expires] 
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In the event an industry or academia partner creates any new information which 
either (1) contains CA protected information in such a manner that the CA 
protected information cannot be segregated from the new information, or (2) is 
based upon CA protected information in such a manner that the CA protected 
information could be derived from the new information, the new information will 
be preceded by a cover page marked in bold with the following notice: 
 

(Complete Notice) 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Individual pages, viewgraphs, etc., which contain new information, generated by 
an industry or academia partner, that cannot be segregated from, or that may be 
used to derive, CA protected information will be marked in bold with the following 
legend:  

 
(Shortened Notice) 

 
 

 
 
 
 
 
 
 
 
 

CONTAINS COOPERATIVE AGREEMENT PROTECTED INFORMATION NOTICE 
 

This document contains information that cannot be segregated from, or this information 
could be used to derive, Cooperative Agreement  protected information, which are 
subject to a period of confidence under U.S. Government Cooperative Agreement [Insert 
CA number under which CA protected information originated].  This CA protected-
derived information may be: used, duplicated, and disclosed by or on behalf of the U.S. 
for U.S. Government  purposes only, with the express limitation that any release or 
disclosure of U.S. Government purposes are to be made subject to disclosure conditions 
that protect and preserve its Cooperative Agreement protection rights.  These 
Coperative Agreement protection rights shall be in effect until [Insert date on which CA 
protection status expires].  No other disclosure and use of this information is authorized 
without the written permission of the U.S. Government and the CA Information 
Originator.  This notice shall be marked on any reproduction of this information, in whole 
or in part.   
 

CONTAINS COOPERATIVE AGREEMENT PROTECTED INFORMATION NOTICE 
 

This document contains information that cannot be segregated from, or this information 
could be used to derive, Cooperative Agreement  protected information, which are 
subject to a period of confidence under U.S. Government Cooperative Agreement [Insert 
CA number under which CA protected information originated].   
 
These Cooperative Agreement protection rights shall be in effect until [Insert date on 
which CA protection status expires].   
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3.3.2.6 Small Business Innovation Research (SBIR) 
 

Under a Small Business Innovation Research (SBIR) contract, a cover page 
marked in bold with the following notice will precede all information that is 
produced by the industry partner: 
 

(Complete Notice) 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
Individual pages, viewgraphs, etc., which contain information produced by an 
industry partner under a SBIR contract will be marked in bold with the following 
notice: 

 
(Shortened Notice) 

 
 
 
 
 
 
 
 
 
 
 

SIBR RIGHTS NOTICE 
 
 

This document contains information with SBIR rights under Contract [Insert SBIR 
contract number].  For a period of 4 years after acceptance of all items to be delivered 
under this contract, the Government agrees to use this information for Government 
purposes only, and they shall not be disclosed outside of the Government (including 
disclosure for procurement purposes) during such period without permission of the 
Contractor, except that subject to the foregoing use and disclosure prohibitions, such 
information may be disclosed for use by support contractors.  After the aforesaid 4-year 
period, the Government has a royalty-free license to use, and to authorize others to use 
on behalf, this information for Government purposes, but is relied of all disclosure 
prohibitions and assumes no liability for unauthorized use of this information by third 
parties.  This notice shall be affixed to any reproductions of this information, in whole or 
in part.   
 
Date for Public Release [Insert date on which SBIR proprietary status expires] 
 

SIBR RIGHTS NOTICE 
 
 

This document contains information with SBIR rights under Contract [Insert SBIR 
contract number]. 
 
 
Date for Public Release [Insert date on which SBIR proprietary status expires] 
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3.3.2.7 Multiple Sensitive Information Types  
 

For information that contains multiple types of sensitive information, all applicable 
data rights protection mechanisms notices (complete or shortened version) will 
be place on the information.  The sensitive information will be preceded with a 
cover page, when possible; containing all of the notices, as well as the individual 
pages containing sensitive information will be marked with all of the appropriate 
shortened versions of the notices.  When UEET Project developed information is 
protected by multiple types of data rights protection mechanisms, the sensitive 
information will not be available for general release until all data rights protection 
mechanisms have expired.  In the event a part of the information is no longer 
sensitive because its protection period has expired and it can be segregated from 
the remaining information, that part of the information can be released.    

 


